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Meet the Presenters

Jennifer Miller jennifer.miller@forvis.com
Senior Managing Consultant

Stacy Moultrie stacy.moultrie@forvis.com
Senior Manager
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Agenda

= Learning Objectives

= Let's Talk About Risk

= What About Internal Controls
= Bring the Action
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Learning Objectives

1. Gain an understanding of types of risk & how to identify, evaluate, &
prioritize them

2. Learn how to think about & identify existing internal controls &
determine what other controls need to be implemented

3. Apply knowledge gained from IC Session 1 to a process scenario
that might be found at your institution

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.




The Pillow Story







COSO Enterprise Risk Management Framework
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The What, When, & Why of Risk Assessments

| What is a risk assessment? l

» According to the Institute of Internal Auditors (l1A), risk assessment is a dynamic & iterative
process for identifying & analyzing risks associated with the organization’s objectives

l When do you perform a risk assessment?

« Large scale, i.e., enterprisewide — at least annually
» Required assessments, i.e., regulatory — as specified by the law
» General assessments, i.e., project-specific — as new projects arise

Why do you perform a risk assessment?

* |dentification of risks to the organization
» Mapping risk responses & controls to the identified risks, &
 Evaluating the responses to assess if risks have been reduced to an acceptable level

FORV/S



Identify Risks

= |nterviews/surveys with key personnel
* Prior audit reports

= Awareness of leadership changes

Inr!grent

= Areas with technology changes
(systems, applications, etc.)

= Major changes in processes
= |ndustry risks
$ = Professional judgment & experience

FORV/S




| Spy With My Little Eye ...

FORV/S



Example of a Risk Category Framework
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STRATEGIC REGULATORY & REPUTATIONAL OPERATIONAL FINANCIAL
COMPLIANCE



Impact Ranki

L1

[2]

ng Criteria

(3]

[4]

)

Financial loss <$X

No impact to
operations

No harm to
students/staff

No impact to
reputation

No regulatory
noncompliance

FORV/S

e

Financial loss of
$X to $X

Slight impact to
operations

No harm to
students/staff

Local or minor
reputational
impact

Minor regulatory
impact
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D

Financial loss of
$X to $X

Moderate impact to
operations

Moderate harm to
students/staff

Short-term
reputational
impact

Moderate
regulatory impact

)

Financial loss of
$X to $X

Negative impact to
operations/high
turnover rate

Serious harm to
students/staff

Long-term
reputational
impact

Significant
regulatory
impact/reporting to
regulators

5]

> Catastrophic

Financial loss of
more than $X

Normal operations
not possible

Significant harm to
students/staff

Permanent
negative
reputational

impact

Extreme regulatory
impact/reporting to
regulators




Likelihood Ranking Criteria
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Prioritize the
Identified Risks

Insider Tip:
KEEP IT SIMPLE

Overall

Likelihood Risk Score
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Risk Responses

Accept

Reduce

Transfer/Share

Avoid
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COSO Internal
Control Integrated
Framework

COSO defines internal control
as follows

Internal control is a process,
effected by an entity’s board of
directors, management, & other
personnel, designed to provide
reasonable assurance
regarding the achievement of
objectives relating to
operations, reporting, &
compliance.

fnfaormation & Communication



Control Types

gl A
Te o\i/a

Preventive Detective Corrective

Prevent bad from occurring Find irregularities & provide some To correct errors, irregularities, or
level of assurance that preventive fraudulent activities once detected

Examples: organizational _
controls are in place

structure, segregation of duties,
passwords, system access to Examples: Account reconciliations,
certain modules/transactions, inventory, review of reports
locks




Process vs. Control

Prior to processing payroll, timecards are reviewed & approved by
the employee’s supervisor who has the knowledge that hours
worked were accurate & justified

Control

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.




Process vs. Control

Monthly, Human Resources generates a report of terminated
employees

Process

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.




Process vs. Control

On a regular basis, management reviews system access reports

Control
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Wise Words

From Dwight

2 enpfé‘learg_}i_ in many WEI};IS, but experience, is"he best teaGher




Case Study

= (Guidelines

- Gain an understanding of the project/event
through the scenario provided

- Discuss in groups or individually work on
identifying the risks

- Determine what controls are in place and
what might need to be implemented

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.




Scenario

In late April, the Institution will be hosting a
concert event on campus which will be
headlined by a famous music artist.

The show will be outdoors on the campus lawn
with special VIP seating near the stage and
general admission tickets for the lawn. VIP
ticket holders will have special bracelets that
will allow them entrance into the gated area.
No other tickets will be sold. All tickets are
purchased through an online platform created
by the Institution. The online platform has been
segregated on its own server and separate
from the university’s main network.

Vendors will be on site selling products such
as food, merchandise, and alcohol. No outside
food or drinks will be allowed on the property.

Volunteers from campus police, parking &
transportation, and other departments will work
the event as staff and security.




Scenario — Risks

In late April, the Institution will be hosting a
concert event on campus which will be
headlined by a famous music artist.

The show will be outdoors on the campus lawn
with special VIP seating near the stage and
general admission tickets for the lawn. VIP
ticket holders will have special bracelets that
will allow them entrance into the gated area.
No other tickets will be sold. All tickets are
purchased through an online platform created
by the Institution. The online platform has been
segregated on its own server and separate
from the university’s main network.

Vendors will be on site selling products such
as food, merchandise, and alcohol. No outside
food or drinks will be allowed on the property.

Volunteers from campus police, parking &
transportation, and other departments will work
the event as staff and security.
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Scenario — Controls

In late April, the Institution will be hosting a
concert event on campus which will be at the bask
headlined by a famous music artist.

L ]

Vendor applications are

The show will be outdoors on the campus lawn .
with special VIP seating near the stage and reviewed and approved by '
eneral admission tickets for the lawn. procurement and event
committee.

will allow them entrance into the .
No other tickets will be sold. All tickets are

Special stamp on attendee’s
hand must be present for alcohol
sale. g :

purchased through an online platform created
the Institution.
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The information set forth in this presentation contains the analysis and conclusions of the author(s) based upon his/her/their research and analysis of industry information and legal authorities. Such analysis Fo R VI s
and conclusions should not be deemed opinions or conclusions by FORVIS or the author(s) as to any individual situation as situations are fact specific. The reader should perform its own analysis and form

its own conclusions regarding any specific situation. Further, the author(s) conclusions may be revised without notice with or without changes in industry information and legal authorities.
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Check Out Code
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